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Privacy-preserving self-service linkage
of cancer registry and socioeconomic
data in a safe processing environment

Siri Largnningen

Cancer Registry of Norway, Norwegian Institute of Public Health




Background

Problems:

* Time consuming applications

* Lacking metadata

* Lacking possibility to explore data before the application (“cohort-explorer”)
* Physical sharing of pseudonymized data

e Limited control over the data after it has been shared

- It isn’t always necessary to see the actual individual data

- - GRELL & = Cn 2025 Scientific Meeting Porto, Portugal



One possible solution: self-service in a secure environment

microdata.no - data access without application

microdata.no provides instant, online access to large amounts of detailed and * Noapplications
e |nstant access

mergeable microdata without any form of application.

e Time series from 1964

o - ;. e Export function. Create a dataset and apply for it.
The service is open to employees and students at universities and colleges, : e : ;
e Self-service. The institutions register their users themselves.

approved research institutions, ministries and directorates.

A solution supporting the FAIR-principles!
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Microdata.no

* Has been in use with data from Statistics Norway since spring 2018
*  Currently more than 700 users from 75 institutions

* 350 publications have used statistics made in microdata.no (level 2 publications, PhDs, reports,
reviews, master thesis etc.)

* 665 variables from Statistics Norway is currently available

* AND: From Autumn 2025, variables from the Cancer Registry of Norway and from the Norwegian
Patient Registry will also be available
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How does it work?
/ End user \

Script/command window Anonymous statistics

create datasett x
{ import yar_aastl

import var_b ast2

tabulate t1t2 & = D E

Statistical Disclosure Control

Linkage and analysis

/\ microdata.no

Data from the Data from
CRN Statistics Norway

Prepared Prepared

- Pseudonymization
Data preparation Secure transfer Data from the CRN il R Data from

at the CRN Of data Unigue birth numbers for all Norwegian citizens Sta—ti?!tivcs~ Norway
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Metadata SEER stage

Qwerview Cancer sites. Clinical registries Values Referances Detall Cuality
Hide more ssarch options &
Value & Value description # Valid from & Valid to Cancer sites
Found: 40
Value Value description Valid from Valid to Cancer sites
Nams &
a Benign/ I

1 ___, Topography ICDO3

Hide mere search optians Valuealt  ooeriew  Cancersies  Clinical registries  Values | References  Detal  Quality
Faund: 40 . e
e Se Informasjon om ICD<0-3 pd IARC/WHO sine nettsider: httpy/faww.iacr.com fr/index. php?option=com_contentfuiew=categoryfilayour=blog&id = 1008t

Name & Value alt

Person status Value & Value description & Valid from Valid to Cancer sites
Age at disgnosic iration of whtfw the patinrt is alive st iving 11 Ng F Distant 11 Valus Valiue description Cancer sites
Z£ga ot the pationt at e af dagnoss ™ Value alt

0o External lip uppar 01-01-1953 Now oo
Basis of dingnosic Patnojocial M-stage. g Ui
The mast raliais method tsod ba corfi g a1 External lip lower 01-01-15853 Mow <0
Eirthmimba 002 Extemal lip NOS 01-01-1953 Now 0o
Tha patient's natanal identfication aur BT Yes
003 Upper ip, mucosa 01-01-1953 MNow oo

Cancer cags in Cancar in Morway
Indicates whethes the cancer case & indl Radiotherspy e 004 Lower lip, mucasa 01-01-1853 MNow Coo

Iformatan about redictheragy:
Cotiportmion of releriyihg oM 05 Mucosa lip, NOS 01-D1-1253 Mow L)
Deariias whether the patlent is deod - SEER stage Yo

= S S e s S 006 Commissure lip a1-01-1853 Mo Coo
Cause code for underlying cause or ae S B
IFundart oF theth . canice ool et i iven aceorting b \nssifirations: 1954 -1957; 1C0-5 1958- 1060 1960-1905 1001 1982 008 Overlapping lesion of lip 01-01-1953 Mow C00
Cartalnty of diagnesls L e 009 Lip nes 01-01-1953 Now oo
Heww relisble the disgrosis of the cancer case = The reliabiléy it a. & bamed o certainty of fsmar malgrancyand ceitainty of prmany
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1] //Connect to KRG-databank CDRAFT = available for datatesters and dataadmins &

only) 0 seerstadium
2 require no.fhi.kreftregisteret:DRAFT as kreg * O 1 2 3
3 //Connect to Statistics Norway-databank ‘
4 require no.ssb,fdb:34 as fdb o 6_“ 1 - Lang hayere. Mor eller far eller begge har utdanning pa niva 7 el. 8 53:74-{ 21:96 | 1231
5
il /iEincer incident dataset \ ] 2 - Kort hayere. Mor eller far eller begge har utdanning pa niva 6 54,85 | 22.75 11.2
7 create-dataset cancer_incident % ) . i P
8 8 3- Videregaende. Mor eller far eller begde har utdanning pa niva 3, 4 eller5 51.39 23.53 13.13
i
§ //Importing date of di i Q 3 : a s
" r!mr PG B PR eEnOs . §  4-Grunnskole. Mor eller far eller begge har utdanning pa niva 0, 1 eller 2 46.31  24.35 16.18
18 // import kreg/S_DIAGNOSEDATO as diagdato O §
:; Toport KreEks. DIAGNDSEDAT0 75 dLagdats 9 - Uoppgitt. Begge foreldrene har uoppgitt utdanning. 42,22 26 15.56
14.13

14 // generate diagnoseyear = year(dia
15 generate diagnoseyear = year(dya

13 //using the year()-function to extrac% E& epoch days in variable Total 49.831 23.68
t.
to

cancer_incident=barchart (percent) seerstadium, over(social_background) stack horizontal

17 HFrequencyf table of @nndents proyear oA R M L
18 tabulate diagn 1

28 //Keepi my idents from 2022 for now
21 egg ge(diagnoseyear, 2022, 2022)

2 - Kort heyere. Mor eller far ell...

oo R

o
backgrou

3 - Videregaende. Mor eller far ..

EI 4 - Grunnskole. Mor eller far ell..
3 .
23 mport S_SEERSTADIUM (Summarisk tredeling av stadium i samsvar med U.S. “ 9 -Uoppgitt: Begge foreldrene ...
National Cancer Institute's SEER Program) ] oo S % S G % & ;OO "70
24 import kreg/S_SEERSTADIUM as seerstadium
percent

25

26 //Import av "krefttilfellets fadselsnummer (pseudonymt)”
27 import kreg/P_FODSELSNR as kreg_fnr

28

cancer_incident» drop if inlist(highest_education_i_digit22, "@8", "1")
176 enheter ble fiernet fra datasettet.

37

29 //Person dataset with data from S5B cancer_incident» barchart (percent) seerstadium, over(highest_education_1_digit22) stack horizental
30 create-dataset person o 2 - Ungdomsskoleutdanning: i
31 // #*#x RESIDENTS ONLY ##x o m:
32 //Importing the STATUSKODE variable that lets us %‘:3 - Videregaende, grunnutdann... = g
33 //keep only the population that lives in the country on 5! 4 - Videreghende, avsluttende
34 //a given date 8 - s -
3 = 5 - Pabygs videregaende
35 import fdb/BEFOLKNING_STATUSKODE 20822-81-01 as regstat22 g2
36 keep if regstat22 == '1° ?:I & - Bachelor
B 7 - Master
38 [/ xsxx EDUCATION w#x x .
. i = 8 - Forskerutdanning
39 //Import highest education by 2822
40 import fdb/NUDB_BU 2022-81-81 as highest_education_22 o b oh % % % % w % % ?QD ’{?0
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Security in microdata.no

The Five Safes framework:

Safe data: data is treated to protect any confidentiality
concerns

Safe projects: research projects are approved by data
owners for the public good.

S S sarels Safe people: researchers/users are trained and authorised
AFEQJSAFEQJSAF AFE to use data safel

DATA BProsects § PEOPLE fseTrinGs ) Y- _ _

,—-I Safe settings: the environment prevents unauthorised use.
go;" Safe outputs: screened and approved outputs that are non-
;gg;xQ disclosive.
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Statistical Disclosure Control (SDC)

Lantiow histogranm lenn10, percant

innties

Teenill

» &

hexdin lenn10 alderi0 if Jennia <

700000

Removal of outliers

te sivsi@ kjonn

kjonn
1-Mann 2-Kvinne Total

ent 83 67 158

i 1307038 1136746

3 ! g76008 g6  MNoised
frequencies

49204 200874
160012 [ 203571 343570
32181 33120 65299

Coarse scatter plots

1468 1099 2556
7 - Separert partner 181 145 316
8 - Skilt partner 426 383 84
9 - Gjenlevende partner 66 16 ge
Total 2426658 2431519 4858185
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Red Team

&

»2 FOCuUs

Think and behave like

a threat actor to better
prepare businesses for
true threats

[E] TAsKs

) Simulate attack
methods

© Host lengthy intrusion
campaigns

2 Identify vulnerabilities
within systems and
networks

Blue Team Purple Team

FOCUS FOCUS
Handle business cyber- Help red and blue teams
security tasks, including combine the data they

detection, prevention,
and response

both gather over time
and make it actionable

[E) TAsKs TASKS

© Manage everyday
security operations

) Analyze vulnerability
data

© Monitor networks
and systems

@) Provide improvement
recommendations for
security ops

© Triage alerts

) Document best
practices and changes
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Misuse detection

LO) el ;

USERS CAN BE REPORTED OR SYSTEM ADMINISTRATORS ACTIONS CAN BE WHITE-
BLOCKED, BASED ON CAN CHECK THE LISTED OR BLACK-LISTED
BEHAVIOR REPORTED/BLOCKED SCRIPT

AND DECIDE ON ACTIONS

v/

UTILITY VS. PRIVACY
DISCUSSIONS




Pros and cons of microdata.no

PROs

Instant accessibility if authorised user

Linkage of health data and socioeconomic
data

Cohort-explorer

Scripts can be shared and re-used (for
instance with an application or individual
data)

Privacy-preserving
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CONs

Need to know how to write scripts and
analyze data

Not accessible for everyone (for instance drug
companies, private companies etc)

Limitations due to the SDC-layer

Not suitable for complex analysis where
direct access to data is crucial

2025 Scientific Meeting Porto, Porfugal



Big thanks to the super-cool purple
team from Statistics Norway, the
Norwegian Agency for Shared Services
in Education and Research, and the
Cancer Registry of Norway

Statistics Norway: 2y
Rune Glgersen, Vidar N. Klungre .
Norwegian Agency for Shared Services in Education and Research:

@rnulf Risnes, Sigbjgrn Revheim, Eirik Alvaer, Eirik B. Stavestrand

Cancer Registry of Norway:
Jan F. Nygard, Sigrid Leithe, Narasimha Raghavan, Gintaras Pikelis,
Siri Largnningen
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